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FIG. 28 



(2) Performing of the following processes after withdrawing from 
loop 1 on reaching finish time. 

(2.1) Set k:= ceiling(log2(n)). 

(2.2) Calculate rtPath(k ) 0,n-1)and Set ((0, r(0), k(, r(k)>) to the 
calculation result. . 

(2.3) Loop 3:Performing of the follow processes for j=0 k 

(2.3.1) i->ij 

(2.3.2) Case of j = 0: 
(2.3.2.1) When i is an odd number: 

• Produce a dummy r: = R(0, i) 

• Set Aj[i]: = r 
(Assign r to node(0, 0.) 

• Set bj: = true. 

• Increase ij by increment of 1. 
(2.3.2) Case of 0<j^k: 

(2.3.2.1) When i = r(j): 
(when node(j,i)is on rtPath(k,0,n-1)): 

(2.3.2.1.1) x0:= Aj-i[index(leftChild (j, i))] 
(Set xO to an assigned value for left-child of nodeQ, 0.) 

(2.3.2.1.2) x1: = A H [index(rightChild (j, i))] 
(Set xl to an assigned value for right-child of node(j, 0.) 

(2.3.2.1.3) Calculate x2: = h(xO II xl) 

(2.3.2.1.4) Set Aj[i]: = x2 
(Assign x2 to node(j, i).) 

(2.3.2. 1.5) When i is an even number and j < k: 

• Increase i by increment of 1. 

• Calculate r: = R(j, i) and Set Aj[Q: = r 
(Assign r to node(j, i)>) 

• Set bj: = true. 

• Set ij : = i + 1 

(2.3.2.2) When i = r(j) + 1, an odd number and j < k: 

• Calculate r: = R(j, i) and Set Aj[i]: = r 
(Assign r to node(j, i).) 

■ Set bj: = true. 

• Increase ij by increment of 1. 
Completion of loop 3 
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FIG. 33 
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FIG. 47 



( START ) 



| Accepting of Event-ordering Request from User Apparatus \ y~^S\ 101a 



Assigning of Event-ordering Request to New Leaf of Tree for New ^ SI 103a 
Registration Point and Storing Node info, about New Regist. Point 



[Acquiring of Immediate Complementary Data of New Regist. Point ^ SI 105a 



Calculating of Assigned Value for Calculable Node of Level 1 or 
more and Storing "Positional Info, and Assigned Value for Node 



S1107a 



Acquiring of Late Complementary Data of Immediately-Preceding 

Point at New Regist. Point 



^S1109a 



1 



Changing of New Regist. Point to Immediately-Preceding Point 

and Storing Immediately-Preceding Point 



Slllla 



Drafting of Certification Reply including Immediate 
Complementary Data and Late Complementary Data 



I 



S1113a 



Sending of Certification Reply to User Apparatus 



^S1115a 
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FIG. 49 



( START ) 



Accepting of Event-ordering Request from User Apparatus 
i_ i 



ysmu 



Assigning of Request to New Leaf of Tree for Ne w Registration Point 1 1 23a 

I 



i Acquiring of immediate Comple.Data for New Registration Point from IstStackl^S 1 1 25a 



Adding of Stack Frame including Positional Information and Assigned Value 
for New Registration Point into 1st. Stack 



S1127a 



NO 



Does 

Stack Frame added to 1st. 
Stack correspond to Comple. Data of Immediately- 
ireceding Registration Point in Other 

Apparatus ? 

[yeT 



SI 129a 



Adding of Stack Frame added to 1st. Stack to 2nd. Stack of Relevant Apparatus Us 1 131a 



SI 133a 



NO 



Are Two Brotherly Nodes present in 1st. Stack? 



Drafting of Stack Frame including Positional Information and Assigned 

Value for Parent Node of Brotherly Nodes 



SI 135a 



Deleting of Stack Frame corresponding to Two Brotherly Nodes from lst.Stackp -5 1 1 37a 

~S1139a 



Adding of Stack Frame including Positional Information and 
Assigned Value for Parent Node into 1st. Stack 



NO 



loes — _ SI 141a 

Stack Frame added to 1st. 
Stack correspond to Comple. Data of Immediately- 
ireceding Registration Point in Other 

Apparatus ? 

[yes" 

[Adding of Stack Frame added to 1st. Stack to 2nd. Stack of Relevant Apparatuses 1 1 43a 



1 



Acquiring of Late Comple. Data of Immediately-preceding Registration Point 
from 2nd. Stack to empty out 2nd. Stack 



Setting of New Registration Point to Immediately-preceding Registration Point 
and Storing it as Immediately-preceding Registration Point of User Apparatus 



SI 145a 



SI 147a 



Drafting of Certification Reply incl. Immediate Comple. Data and Late C omple. Data] S 1 1 49a 

Sending of Certification Reply to U ser Apparatus [ -^Sl 151a 

■ f^- 
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FIG. 51 



( START ) 

i 



Setting of vO,idO to 1st. Argument (Hash Function) and /^CTIfila 
2nd. Argument (User ID Number) M ,,,wia 



I 



Setting of_levO_ptr Value to Local Variable idxOand /^ST102a 
Increasing of _livO_ptr by 1 



Setting of(0,idxO)to Local Variable placeO 



I 



^ST103a 



Setting of make-stackflm(placeO, F(vO)) to 
Local Variable sflmO 



^ST104a 



Setting of .stack Value to Local Variable stack.buf 



^ST105a 



Pushing of sflmO to stack 

i 



^ST106a 



Performing of Late Data Setting Process REGISTER 
COMPLE.DATA with Arguments (placeO, sflmO) 



^-ST107a 



Performing of Node Calculation COMP NODE VALS 



^ST108a 



Setting of chain_comple_data_vec[idO] to 
chain_comple_data 



^ST109a 



Setting of late_comple_stack part of chain_comple_ 
data to Local Variable comple_stack and Setting of 
prev_point_old part of chain_cbmple_data to Local 
Variable prev_point_old 



STIIIa 




^-STIlOa 



NO 



» Setting of nil to Local Variable oldjreejd 
1 Setting of prev_point part of chain_comple_ 
data to Local Variable prev_point 



5 

ST112a 



1 



ST113a 

s 



» Setting of oldjreejd part of chain_comple. 
data to Local Variable oldjreejd 
■ Setting of prevj)ointj)ld part to Local 
Variable prev_point 

> Setting of nil to prev_point_old part of 
chain_comple_data 



J 



Setting of (idO, Jree Jd, idxO, F(vO), prev .point, stacks « * 4 - 

buf, comple stack, old tree id) to Return Values w 31 1 



Setting of idxO to prev point part of chain comple data^STI 15a 

Setting of nil to late.complejtack part of chain. Lr^ST! 16a 
comple.data M 



I 



Setting of chain comple data to chain comple data 
vectidO] 



I 



./-ST 117a 



( NORMAL END) 
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FIG. 52 

(" START ) 



L00P1 



ISetting of Top Element of Stack .stack to Local Variable sflmTbK ^ST107 1 a 



Setting of place part of sflmlbto Local Variable place lb K ^ST 1 072a 



I 



Setting of index part of place lb to Local Variable idxlb j ^ST 1 073a 




L 



Poping of .stack by 1 



]^ST1075a 



Setting of level 1 part of place 1b to Local Variable levlb, |^ST 1076a 
Setting of value part of sflmlbto Local Variable vallb 



I 



Setting of Top of .stack to Local Variable sflmOb and 
Poping .stack by f 



^-ST 1077a 



I 



Setting of place part of sflmOb to Local Variable placeOb, 
Setting of level 1 part of placeOb to Local Variable levub, 
Setting of index part of placeOb to Local Variable idxOb, 
Setting of value part of sflmOb to Local Variable valOb 



^ST1078a 



ST 1079a 



Levlb=levOb, idxOb = 
an even number and idx0b+1=idx1b_2 

lYES 



Setting of Iev0b+1 to Local Variable lev.nw 

1 



]^ST1080a 



Setting of floor(idxOb, 2) to Local Variabl e idx.nw ~| v^ST1081a 

1 



Setting of (lev nw.idx nw)to Local Variable place.nw | ^ST 1 082a 
ISetting of hash_comb2 (valOb, vallb) to Local Variable val.nwK ^ST 1 083a 



I 



Setting of make-stackflm (place.nw, val.nw) to 

Local Variable sflm_nw 



^ST1084a 



Pushing of stack stac k to sflm.nw 

i 



y-ST1085a 



Performing of Late Data Setting Process REGISTER. 
COMPLE.DATA with Arguments (place.nw, sflm.nw) 



v-ST 1086a 



( ERROR ) 



(normal end) 
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FIG. 53 

C START ) 

T 



ST10851a 



Setting of place to 1st. Argument (place) and setting of 
sflm to 2nd. Argument (Stack Frame) 



I 



ST10852a 



[ 



Performing of Block 1 for id=0, ... , N-1 



I 



(Starting of Block) 

BL0CK1 ^^—^ ST1 0853a 

Assume, Value 
is set to prev_point part of 

chain_comple_data_vec[id] and prev_point is set to prev_ 

point part of chain_comple_data_vec[id]. Is 

auth_node_pHprev_point place) 

established? 



NO 



YES 



ST10854a 



( NORMAL END OF BLOCK ) 



--"I" 

( NORMAL END ) 



FIG. 54 

( START ) 



Performing of TERMINATE_STREE_SUB 1 |^ST121a 



I 



Performing of TERMINATE_STREE_SUB2 K" ST 1 22a 



I 



Increasing of Global Variable tree id by 1 
Setting of 0 to Global Variable _levO_ptr 
Setting of nil to Global Variable_stack 



^-ST123a 



( NORMAL END ) 
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FIG. 55 



( START ) 



L00P1 



Poping of stack by 1 and Setting of it to Local 
Variable sflmjcb 



^ST1211a 



I 



Setting of place part of sflm xb to Local Variable place.xb ^-^ST1212a 
Setting of index part of place.xb to Local Variable idx_xb ^ 



ST1213a 




NO 



ST1215a 



ST1217a 



► Setting of level part of place_xb to Local 
Variable lev xb 

» Setting of value part of sflm.xb to Local 
Variable val xb 

» Setting of 1+idx xb to Local Variable 
idx lb 

► Setting of (lev xb.idx lb) to placejb 

• Setting of dummy hashOto dum_val lb 

• Setting of make stackflm(place_1b, 
dum val lb) to Local Variable sflmjb 

• Calling of REGISTRER_COMPLE_DATA with 
Arguments (place_lb,sflm_1b) 



I 



» Setting of level part of place_xb to Local 
Variable lev xb 

► Setting of value part of sflm.xb to 
Local Variable val xb 

► Poping of stack by 1 and setting of it 
to sflmOb 

► Setting of place part of sflm.Ob to 
place Ob 

» Setting of level part of place Ob to leyOb 
» Setting of index part of place.Ob to idx_Ob 
» Setting of value part of sflm Ob to val_Ob 



ST1216a 



ST1218a 



• Setting of 1+lev xb to Local Variable lev.nw 
» Setting of floortidx.xb, 2) to Local Variable 
idx nw 

» Setting of place.nw to Local Variable 
(lev nw, idx nw) 

► Setting of val nw to Local Variable 
hash comb2(val xb,dum_val_lb 

► Setting of make stackflm(place_nw, valjiw) 
to Local Variable sflm.nw 

» Pushing of sflm nw to .stack 
» Calling of REGISTRER.COMPLE.DATA with 
Arguments (place.nw; sflm.nw) 



I 



• Setting of 1+lev xb to Local Variable lev.nw 

• Setting of floortidxOb, 2) to Local Variable 
idx nw 

> Setting of place.nw to Local Variable 
(lev nw, idx nw) 

• Setting of val nw to Local Variable 
hash comb2(val Ob, dum val.lb 

► Setting of make_stackflm(place_nw, val.nw) 
to Local Variable sflm.nw 

» Pushing of sflm nw to stack 
» Calling of REGISTRER.COMPLE.DATA with 
Arguments (place.nw sflm.nw) 



I 



Setting of content of sflm.xb to Return Value 



k^ST1219a 



I 



(normal end) 
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FIG. 56 



( START ) 







Performing of Block 1 (below) for id=0 N-l(^STl22la 







BLOCK 1 



( START OF BLOCK ) 



ST 1222a 



(1) Setting of_chain_comple_data_vec[id]to Local Variable 
chain comple data2 

(2) Setting of prev_point part of chain_comple_data to Local Variable 
prev_chain_point2 




(1) Setting of prev_chain_point2 to prev_point_old part of 
chain_comple_data2 

(2) Setting of nil to prev point part of chain_comple_data2 

(3) Setting of Present Tree Identifier to oldjree part of 
chain_comple_data2 

(4) Setting of chain_comple_data2 to _chain_comple_data_vec[id] 



(NORMAL END OF block) 



( NORMAL END) 
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FIG. 60 



( START ) 



Indicating of Request Registration Point a 
before Provisional Terminal Point af 



I 



Calculating of Small Tree ST to which P oint a belongs 

I 



Calculating of Authentication Path Node s of 
Point a in Small Tree ST Calculated 



I 



Determining of Acquisitive Reference Point of 
Authentication Path N ode s Calculated 

I 



^S510a 



Calculating of Assigned Value of Each Authentication Path 
Node s based on Acquisitive Reference Point Determined 



S520a 



S530a 



S540a 



S550a 



( END ) 
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FIG. 62 



( START ) 



Setting of 1 + fin to rest 
Setting of 0 to start 



^S5201a 



Setting of log2(rest) to ht 
Setting of expt(2, ht) to leafjium 
Setting of start+leaf num-1 to last 



^S5202a 



S5203a 




1 



Outputting of start and last -^S5204a 



Setting of rest - leaf num to rest 
Setting of start + leafjium to start 



^S5205a 



V 



( END ) 
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FIG. 63 



( START ) 



Setting of Integer iO representing index of Array chain jtore to 1st Argument 

Setting of Integer j representing level of Tree to 2nd. Argument 

Setting of af representing Provisional Terminal Point of Forest to 3rd. Argument 








Setting of chaindatajtore[iO] to Local Variable chaindataO 
Setting of leafjndex part of chaindatal to Local Variable aO 


^S5402a 




t 




Setting of(j,s(j))to Node at level j on Auth.Path of aOin 
small tree ST in Completed Forest containing aO 


^S5403a 



^S5401a 



I 



Setting of rtPathsT(aO)=[(0,r(0)),(l,K1)),...,(k 1 r(k)) 
[where k is a height of small tree ST containing aO] 



^S5404a 



S5405a 



Is r(j)an even number? 

[YES 



Calculating of Rightmost Requested Point in 
Requested Registration Points belonging to 
leafs(subTree (j, r(j)) and Setting of al to 
ightmost Requested Point Calculated 



^ S5407a 



S5406a 



Setting of aO to 
Return Value 




Calculating of Rightmost Requested Point in 
Requested Registration Points belonging to leafs 
(subTreeG,s(j))and Setting of a3 to Rightmost 
Requested Point Calculated 



S5414a 



Setting of a3 to Return Value 



(normal end) 



S5409a 



( ERROR ) 
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FIG. 64 



chaindata 



leaf index 
part 


rgt.value part 


immediate part 


late part 



chaindata store 



chiandata_store[0] 



chiandata_store[1] 



« • • 
* • • 



chiandata_store[M-1] 
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(j+1,r(j+D) 



FIG. 65A 




FIG. 65B 



LMi KJ+D) 

i,s(j)) 



Acquisitive Reference Point 
Acquisitive Timing Point 





aO al a 2 c a3 a4 

Acquisitive Reference Point ^ Acquisitive Timing Point 

/ • , / • ixx (including also Postscript Point) 
(j+1,r(j+D) 



FIG. 65C 




FIG. 65D 



=afj 

last(subTree(j, s(j))) 
(j+1,rtj+D) 

j,s(j)) 



Acquisitive Reference Point 





(j+1,r(j+D) 



Acquisitive Timing Point 
(including also Postscript Point) 



FIG. 65E 




a1=af 



Acquisitive Reference Point (j+l,r(j+D) 



FIG. 65F 



UKj)) 




aO 

Acquisitive Reference Point 
Acquisitive Timing Point 
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FIG. 66 



( START ) 



Setting of Integer iO representing index of Array chaindata. |^S5501a 
store to 1st. Argument 

Setting of Integer j representing Tree Lev el to 2nd. Argument 

7 

Setting of chaindata_store[ioito Local Variable chaindataO [^S5502a 



I 



Setting of le af index of chaindata 1 to Local Variable aO 

" "I 



Setting of index of Node at lev el j on authPath(aO) to al 

i 



]^S5503a 
]^S5504a 



Calling of DECIDE POINT A with 1st. Argument of aOand 
2nd. Argument of j and Determining of Acquisitive 
Reference Point a2 



I 



S5505a 



Searching of Array chaindata store and Determining of integer 
il being index of Array Elements having leafjndex part of a2 



^S5506a 



I 



[ 



Setting of chaindata_store[i1]to chaindata 1 



I 



p^S5507a 



Setting of rgt val part of chaindata 1 to rgtvall 
Setting of immediate part of chaindata 1 to immedDatal 
Setting of late part of chaindata 1 to lateDatal 



^S5508a 




Calculating of Assigned Value for Node calculable from 
gt vail, immedDatal or lateDatal through Hash 
Function in sequence from level 0 to level j 



S5510a 

s 



Setting of value part of 
Stack Frame to Return Value 



S5512a 

lsV(j,a1) 

Contained in Assigned Values calculated 

in sequence? 

YES 



Setting of calculated 
V(j,a1)to Return Value 






< 

f 



( ERROR ) 

S5514a 



(normal end) 
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FIG. 67 



QtarT) 



Setting of iO to 1st. Argument (Integer representing 

index of Array chaindatajtore) 



I 



Setting of auth node vals to Array of length k where k is 

height of Tree 



I 



Performing of Following Operation for 
j = 0 K-1(k: height of Tree) 



Call of COMPLETION SUB1 with 1st. Argument of iOand 
2nd. Argument of j and Setting of auth_node_vals[j] 

to Return Value 



I 



Setting of auth_node_vals to Return value 



S5521a 



S5522a 



S5523a 



S5524a 



^ S5525a 



(normal end) 
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FIG. 68 
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Adding of Late Comple. Data of Immediately-preceding Reg. 
Point acquired at a(n-i+1)to Late Comple. Data of a(n-i) 
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I Setting of j1 to level of Auth. Point of a(n-i)by a(n-i+1) 
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Does 

acquired Comple. Data of 
"aCn-i+D (incl. additions by this procedure) 
contain All Assigned Values for Auth. Path 
Nodes at level less than 



NO 
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Calculating of Assigned Value for Node at level jl (in Root Path Nodes 
of a(n-i))from Assigned Value for Auth. Path Node at level 
(confirmed at step S5006) and Setting of Calculated Value to v ; and 
Setting of Positional Info, about Root Path Node at level jl of p 
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Does 

Comple. Data of a(n-1) 
(added at step ST5004) contain 
Positional Info, of p? 
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S5007C 



Adding of Pair (p and v) to Late Comple. Data of a(n-1)| 



S5008a 



Selecting of Pair (Positional Info, and Assigned Value for Auth. Path 
Node at level more than jDout of Acquired Late Comple. Data of 
a(n-i+1)incl. additions by this procedure and Adding All of Pairs 
to Late Comple. Data of a(n-1) 
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FIG. 76 



( START ) 



Checking of Each Element of Immediate Complementary Data having L-tag ^S3101a 



i 



Checking of Each Element of Late Complementary Data having R-tag 



I 



^S3102a 



Combining of Immediate Complementary Data with Late Complementary 

Data 



^S3103a 



I 



Confirming of Combination Result having No Overlap Level Information 



^S3104a 



Sorting of Combination Result based on Level Information Ordering « 



S3 105a 



Setting of(j(1),LR(1),V(1)) (J(k-1),LR(k-1),V(k-1))in Sorting 

Result at step S3105, setting V(0) to Value for Relevant Registration 
Point and Recursive Defining of W(0),W(1 ),..., W(k-1),W(k) as follows: 

(i) W(0) = V(0) 

(ii) Forj€[0..k-1], 

When LR(j) = L, W(j+ 1 ) = h(V(j) II W(j)) 
When LR(j) = R, W(j+1) = h(Wg) II V(j)) 
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FIG. 77 
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Positional Information : ((L, TID(n). k(n)), 0) 
Assigned Value : h( V(R(n-D) II V(R1(n)) ) 
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FIG. 79 
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FIG. 83 



rtPathX i0,i1) 



Authentication Point 



Root of Small Tree ST2 
(k,0) 



Confluent Point 



rtPath'(M,i1) 



J1+1 



jl 




P2=(j1,s(j 



Invminrs FiirhiHOBlTA 
Filed: July 21, 2006 

Title: Evmt-Ordcring Certification Method 
Attorney Docket: 44471/332867 

Attorney of Record: Brenda O. Holmes, Reg. No. 40,339 
Correspondence Address & POA Customer No. 23370 
Phone: 404.815.6500 
Sheet 76 of 77 



76/77 




Inventors: Eochj HO RITA 
Filed: July 21, 2006 

Title: Event-Ordering Certification Method 
Attorney Docket: 44471/332867 

Attorney of Record: Brenda O. Holmes, Reg. No. 40,339 
Correspondence Address & POA Customer No. 23370 
Phone: 404.815.6500 
Sheet 77 of 77 



77/77 



ll 




